Network Solutions for

W B Homeland Security (HLS)
PR 1T and
Law Enforcement Agencies

n
Shail Perach (B.Sc. EE, MBA)

Your Partner for Growth



ﬂ About ECI Telecom

B Established in 1961

B Headquartered in Israel with R&D centers
in Israel, U.S., India and China and over 35
regional Sales and Service offices

m 300+ active customers in over 70 countries

m Global provider of networking solutions
A NG Metro Networking (Optics, CESR, MSPP)
A Converged NGN Access (Copper, FTTX)
A Global Services
A Integrated Solutions

m Long track-record of catering to
government and defense
communication requirements
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Demand Drivers

m Growing need i Limited Resources
A Natural catastrophes
A Global terror i Man made catastrophes
A Global crime

mLEAs are | ooking

f
mul tiplierso to ef
capabilities and effectiveness

m New, technology-focused
operational requirements are
phasing in
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HLS & LEA Trends

B The need for collaboration

A Nation A State A Municipal A Neighborhood
A Between agencies

m Increased budget allocations on
networking and technology

m Politics and public safety
B Shorter project cycles

m More voice and data, much
more video




HLS & LEA Communication Characteristics

Most of the traffic is real time
Zero tolerance for down time

Highly Secured

Extreme scalability requirements
I partially forecasted

Legacy support (UHF/VHF)

m Infrastructure may be owned by
the organization

m Greater sensitivity to OpEx then
to CapEx
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Threats to HLS & LEA Communication

@ Interceptlon .............................................. \ Modlflcatlon ..............................................

Unauthorized party gains Unauthorized party
access to asset . tampers with asset
Interruption .............................................. / Fabrication ..............................................
. System asset is . Unauthorized party inserts
destroyed, unavailable or . new objects
unusable .~ into the system
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%!‘\HLS Solution Components
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oo Transport and IP layer
A Video cameras A Secured IP/MPLS control
A Sensors plane

A Phones A CESR

A Computers/laptops A NG-SDH
A PDA -

fl Physical connectivity §& i Applications core EEEES
A Fibers

Servers

I : Voice/video/data
A WIMAX applications

A VHF/UHF

A
A Microwave radio A



V/IkECI 0s Structured Approa

\ Networking Architecture
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Information security is a fundamental factor in the design of a HLS Network

Applications security
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Services security
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: can exist in each
¢ layer, plane

Infrastructure security

End user security

Authentication
Non-repudiation
Data integrity
Availability
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Data confidentiality
Communication security

) 8 Security dimensions
Security planes

Management security

Security layers
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Real life deployments
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