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Demand Drivers
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Growing need ïLimited Resources

ÂNatural catastrophes

ÂGlobal terror ïMan made catastrophes

ÂGlobal crime

LEAs are looking for ñpower 
multipliersò to efficiently increase 
capabilities and effectiveness

New, technology-focused 
operational requirements are 
phasing in



HLS & LEA Trends

The need for collaboration

ÂNation Ą State Ą Municipal Ą Neighborhood

ÂBetween agencies

Increased budget allocations on 

networking and technology

Politics and public safety

Shorter project cycles

More voice and data, much 

more video



HLS & LEA Communication Characteristics

11/5/2009

Most of the traffic is real time

Zero tolerance for down time

Highly Secured

Extreme scalability requirements 

ïpartially forecasted

Legacy support (UHF/VHF)

Infrastructure may be owned by 

the organization

Greater sensitivity to OpEx then 

to CapEx



Threats to HLS & LEA Communication

Interception

Unauthorized party gains 

access to asset

Interruption

System asset is 

destroyed, unavailable or 

unusable

Modification

Unauthorized party 

tampers with asset

Fabrication

Unauthorized party inserts 

new objects 

into the system



HLS Solution Components

Terminals

Â Video cameras

Â Sensors

Â Phones

Â Computers/laptops

Â PDA

Â CPEs

Physical connectivity

Â Fibers

Â Microwave radio

Â WiMAX

Â VHF/UHF

Transport and IP layer

Â Secured IP/MPLS control 

plane

Â CESR

Â NG-SDH

Applications core

Â Servers

Â Voice/video/data 

applications



ECIôs Structured Approach to HLS & LEA 

Networking Architecture

Management security

Control/signaling security

End user security

Security layers

Applications security
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Destruction

Corruption

Removal

Disclosure

Interruption

Attacks

Threats

Vulnerabilities

can exist in each 

layer, plane

Security planes
8 Security dimensions

Services security

Infrastructure security

Information security is a fundamental factor in the design of a HLS Network



Real life deployments
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